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EFFECTIVE RECORDS
MANAGEMENT

Public companies are now under intense scrutiny to
verify the authenticity of their financial records and
accounting transactions. These companies, and pri-

vate companies who may have equity partners exerting
similar pressures, must turn to records and information
managers in order to verify the validity of records, locate
key supporting information, and to provide key informa-
tion to auditors who seek to authenticate prior work. In
this environment of high pressure and scrutiny, records
management effectiveness and efficiency will be tested
through use. The good news is a sudden realization of the
value records and information managers add to an orga-
nization, through their critical role in restoring investor
and stake-holder trust.

In September, 2001, an important milestone was achieved
in standardizing records and information management
practices around the world. This achievement was initiat-
ed by records management standards organizations in
Australia, and through the cooperative technical commit-
tee of the International Standards Organization,
culminated in the creation of an international standard for
records management called ISO 15489. A further docu-
ment expounding on the original Australian Standard
4390, titled “DIRKS – A Strategic Approach to Managing
Business Information” has also been created by the
National Archives of Australia as a potential resource to
records managers around the world.

In the scope statement, ISO 15489 states “This
International Standard provides guidance on managing
records of originating organizations, public or private for
internal and external clients.” It adds, “The standardiza-
tion of records management policies and procedures
ensures that appropriate attention and protection is given
to all records, and that the evidence and information they
contain can be retrieved more efficiently and effectively
using standard practices and procedures.” This standard,
along with the DIRKS Manual and other resources, can
provide key substantiation for changes in records man-

agement policies when communicated to appropriate
management personnel. This article explores a few key
elements presented in these documents and other records
management resources.

Classification Systems 
Because lack of records capture and irretrievability are
such critical components of records and information man-
agement, special care must be given to systems design
that will promote and enhance both areas. The records
classification system, or file plan, requires much thought,
communication and planning in order to maintain lan-
guage familiar to employees who are generating the
records, and who will be eventual requesters of centrally
managed information assets.

AS 4390 (The predecessor to ISO 15489) defines the bene-
fits of a good classification scheme as “1) providing
linkages between individual records; 2) ensuring records
are named in a consistent manner over time; 3) assisting in
the retrieval of all records related to a particular activity;
4) determining appropriate retention periods for records;
5) determining security protection appropriate for sets of
records; 6) allocating user permissions for access to or
action on particular groups of records; and 7) distributing
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responsibility for management of particular sets of
records.” This list is somewhat expanded in ISO 15489.
Clearly the importance of a good classification system
cannot be understated, since many critical components of
insuring record authenticity and access hinge on its
design and implementation.

In designing (or redesigning) a classification system one
of the first pieces of critical information is an understand-
ing of terminology. Some records systems employ a
“Thesaurus” to assist in information retrieval and classifi-
cation. The development of this document starts with
many questions.

Helpful Hints:
1. Talk to employees to gain an understanding of what

types of words are used to describe business activities,
reports, forms or transactions.

2. Track the way information is currently requested,
then compare those requests to current descriptive
information captured when records are accessioned.

3. Locate resources that may identify common industry
terms in use within your organization and others
engaged in the same type of work. (Incorporating
those terms, even if they are not widely used within
your organization may assist greatly in incorporating
records inherited through mergers or acquisitions.)

The Audit Trail
An element that has received recent scrutiny on Wall
Street and elsewhere has been the preservation of an audit
trail. This term, though commonly associated with
accounting,  is not necessarily financial in nature. Rather,
it may also be used to describe the tracking of document
versions, persons who had access to certain information,
or when alterations were made to information. In their
Guidelines for Ensuring the Long-Term Accessibility and
Usability of Records Stored as Digital Images the State
Archives and Records Administration of New York pro-
vides the following comments regarding audit trails.
“Effective audit trails can automatically detect who had
access to the system, whether staff followed existing pro-
cedures, or whether fraud or unauthorized acts occurred
or are suspected. Software is available for keystroke mon-
itoring, time and date stamping, virus detection, and
other controls that can be built into the design of sys-
tems.” While this reference is specifically geared toward
digital images, the same general principles apply to paper,
microfilm or electronic records.

Helpful Hints:
1. For paper documents make sure to utilize the

resources available to you through your offsite com-
mercial information management partner. Bar code
tracking systems, work orders and other documenta-
tion may assist in providing a record of which
employees or departments were requesters of infor-
mation and when.

2. Where the contents of some items in storage may not
be known, your commercial information management
partner may provide indexing services to verify the

contents of stored items that may have been inherited
through merger or other business activity. 

3. A visit to your IT department may provide a surpris-
ing array of underutilized software features designed
to create an audit trail. Example: Microsoft Word™
provides a “version” option under the file menu, as
well as title; author; manager; keyword; and comment
fields under the “properties” option.

Structuring an effective audit trail involves many ele-
ments that require coordination. Some systems design
requirements mandate that metadata be captured along
with the record itself. In fact, ISO 15489 also calls for this
approach when outlining principles of records manage-
ment programs. “Organizations should institute and
carry out a comprehensive records management program
which includes determining what metadata should be
created with the record and through records processes
and how that metadata will be persistently managed.”
Software structures may make the automation of this
function transparent to the user, but in the case of manual
systems a little planning can go a long way.

The Thesaurus
The DIRKS Manual and its related appendices provide a
wealth of information regarding the implementation of a
systematic records program. The DIRKS method suggests
the creation of a business classification scheme, and using
this information to drive the creation of a “functions the-
saurus”. The manual outlines a five-step process for the
development of a business classification scheme, as fol-
lows:
• “Collect information from documentary sources and

interviews;
• Analyze the work performed by the organization;
• Identify and document each business function, activi-

ty and transaction;
• Develop a business classification scheme based on a

hierarchy of business functions, activities and transac-
tions; and

• Validate the analysis of the organization’s business
activity with senior management.”

Rather than starting from scratch, DIRKS recommends
looking for other types of business analysis that may
already exist within the organization, such as business
process re-engineering; quality certification; workflow
analysis or other types of documentation. The DIRKS con-
cept embodies the principle that records management
should be integrated into everyday business practices.
The development of the business classification scheme
provides greater understanding of those business process-
es and how records management functions can be
incorporated.

DIRKS identifies four key “relationships” that are incor-
porated into a Thesaurus. They are “Equivalence,
(preferred and non-preferred terms); Hierarchy (glass is
broader than wine glass); Association (establishes non-
hierarchical relationships); and Scope notes (provides
guidance and clarification). The manual goes on to identi-



fy types of abbreviations and the arrangements of those
relationships. This information is accessible online at
www.naa.gov.au/recordkeeping/. In creating the the-
saurus, concepts such as standard terms, preferred terms,
synonyms and finding aids can be incorporated.

Managing Risk
One final point in effective records management should
be the effective management of records themselves.
Records and active work materials can be in danger if
some thought is not given to the safety and security of
active files and current work products. A quick remem-
brance of the World Trade Center and office work being
scattered across all five boroughs of New York, or the
Dallas newspaper photograph of FBI agents combing
vacant lots to pick up papers scattered by a tornado
should paint a vivid illustration of the need for some type
of conscious policy on active records management.

Some employers utilize a “clean desk policy” to make sure
active records and information are removed from desk
surfaces after hours. In addition to the benefit of placing
information in some type of container that will not be sub-
ject to disruption by wind, (in the case of severe weather,)
there is also an added benefit of minimizing unintended
viewing of potentially sensitive information by cleaning
personnel, unauthorized employees, or others who may
gain entry to work areas.

In addition, the management of vital records, (including
computer back up tapes, microfilm masters, corporate
charters, etc.,) is made more secure by redundancy. If
copies of these materials exist at a remote location, the
effects of a fire or other potentially catastrophic event can
be more easily overcome through prudent records man-
agement procedures. Since events like arson or data
sabotage are often initiated by disgruntled or recently ter-
minated employees, a third party vendor is frequently
employed to preserve vital records copies or originals.
Here are a few things to consider when managing risks
and hazards.

Helpful Hints:
1. Are you storing your records correctly? Are records

located in basement areas or under water pipes which
may be prone to flooding? Are the records protected
against fire? (Your commercial information manage-
ment partner can help you determine whether some
records may be at risk.)

2. Are your records policies and procedures clearly
defined? Do those policies and procedures provide for
the auditing of the records program to ensure compli-
ance? Are employees trained in proper procedures for
submitting records along with the appropriate docu-
mentation?

3. Are computer backup tapes, vital paper records or
copies of tape or disk libraries located away from the
originals?

4. Are restricted records such as personnel files or pro-
tected health information shielded from unauthorized
viewing and locked when not in use?

5. Is a copy of your disaster recovery plan located away
from company facilities, in case the facility should
become inaccessible?

ISO 15489 presents a number of key principles of records
management programs. Among them are, “Assessing the
risks that would be entailed by a failure to have authorita-
tive records of activity; ensuring that records are
maintained in a safe and secure environment; and identi-
fying and evaluating opportunities for improving the
effectiveness, efficiency or quality of its processes, deci-
sions, and actions that could result from better records
creation or management.” These, when taken with other
critical records management principles, comprise the core
mission of the records manager.

Additional Resources:
ISO 15489
Available through ANSI
American National Standards Institute
http://webstore.ansi.org/ansidocstore/find.asp
DIRKS
National Archives of Australia
www.naa.gov.au/recordkeeping/

Online Certificate Program
An online Records and Information Management
Specialist Certificate Program is now available through
Chippewa Valley Technical College in Eau Claire, WI. The
courses are administered via the Internet from your home
or office. The program represents an  opportunity to
update your skills, become current in the field and pre-
pare for possible career advancement.

The program is composed of five 3-credit courses. Each
course is 16 weeks in length. More than 500 students have
taken these courses in the last 3 years. Chippewa Valley
Technical College has worked with ARMA, the
Association of Records Managers and Administrators, to
develop curriculum which covers essential competencies.
There is no out-of-state or out-of-country tuition. Each
course is approximately $210 US with a textbook fee of
approximately $70.00. The first course of the five is
Records and Image Management, 176-105.

Costs and course descriptions are available on the Internet
at http://www.cvtc.edu. Navigate to “Distance
Learning”, then select “Available Internet Courses”, then
Records and Information Management. More information
is available at under the option “Programs and Courses,”
and then by selecting “Records and Information
Management.”

Quick Tip
Sales records and other types of relationship building
business tracking may transition from a simple database
listing to a prospective client to a qualified prospect to a
client. If prospective clients are part of a different record
series than clients, close the prospect file when the
prospect becomes a client. Then open a new client file
with to record client information.



INFORMATION SECURITY

Breaches of information security within organizations and
corporations cost billions of dollars each year. Preventing
breaches and shoring up network defenses is also a huge

drain on corporate budgets, but the failure to adequately protect
information assets could spell the end of the organization. 

ISO 17799

One of the key documents guiding information security deci-
sions is ISO 17799. The standard is divided into ten sections,
each dealing with a different aspect of information security. It is
available from the ISO website in either .pdf or paper version.
ISO 17799:2000 is only available in English. The cost is 172
Swiss Francs, (approximately 113 Euros). To purchase the stan-
dard, browse to the ISO website at www.iso.org.

The first section of ISO 17799 focuses on Security Policy. Just
as records policies and procedures drive the records manage-
ment program, so the security policy should provide
comprehensive coverage of all information assets of the organi-
zation. See the following links for sample information security
policies: http://www.sun.com/blueprints/1201/secpolicy.pdf
http://www.the-search-directory.com/information-security-poli-
cies/
http://www.oit.nsw.gov.au/content/2.3.Guidelines.asp
http://www.ruskwig.com/security_policies.htm

The second area of focus is Business Continuity Planning.
This is a process of assessing potential risks to business interrup-
tion or disruption, planning strategies to mitigate those risks,
and testing and refining these plans. This function is also known
as contingency planning. The professional association for these
professionals is the Association of Contingency Planners (ACP).
Their website is www.acp-international.com.

In assessing potential risks, contingency planners should consid-
er weather events, earthquakes, fire, infrastructure interruption
such as loss of telecom or utilities, accidents preventing business
access such as chemical spills/traffic interruptions/air crashes,
malicious acts such as sabotage/theft/terrorism, and civil distur-
bances. These various scenarios are weighed against the
likelihood of their occurrence, strategies are planned to respond
to the most likely of these scenarios, plans are written, training
is conducted, then the plan is tested through drills. Outsourcing
vendors often play a key role in testing emergency conditions
and responses.

The third area covered by ISO 17799 is System Access Control.
It is the responsibility of any information management program
to control access to information. ISO 17799 is concerned with
unauthorized access to electronic information, but the same
properties apply to all records, regardless of media type.
Sensitive information such as personal health information,
human resources information, financial data or other high level
management information should be restricted to only those who
should have access to it. This is accomplished through the
implementation of an authorization list and enforcement of the
policy. Sensitive information in physical form should be kept

locked and separate from other information. 
ISO 17799 addresses these key areas of access control of elec-
tronic records: 1) establishment of authorization to restrict
access; 2) ensure protection of networked services; 3) detect
unauthorized activities; 4) ensure information security when
using wireless computing or tele-networking facilities.

The fourth area addressed in the standard is Systems

Development and Maintenance. This area of the standard
seeks to: ensure security is built into operating systems; make
sure information technology projects are conducted with an eye
toward security; structure application-related data so that it can-
not be lost, modified or misused; and maintain the
confidentiality, authenticity and integrity of data. This last point
should be familiar territory to any records and information man-
ager who must structure records so that they represent the best
evidence available. This should represent a key point of interac-
tion between IT and records and information management and
represents a great initial point of interaction if IT and RIM
departments are not currently working together on a regular
basis.

The next area addressed is Physical and Environmental

Security. Like records managers who must maintain media
throughout its useful life, IT personnel are also charged with
maintaining dynamic computing systems in a way that prevents
intrusion, unauthorized access and facilitates the longevity of
the hardware and media. RIM professionals are accustomed to
the environmental requirements of various media types such as
paper, microfilm, optical disks, etc. Similarly, computer rooms
must be designed to consider the thermal output of computer
equipment, the effects of EMF and static electricity, etc. An
interesting article on data center design can be found at:
http://www.datacenterjournal.com/News/Article.asp?article_id
=49. This article can help to familiarize records and information
managers with the challenges facing IT professionals in main-
taining adequate physical and environmental security.

The five remaining areas of ISO 17799 are: Compliance,

Personnel Security, Security Organization, Computer and

Operations Management, and Asset Classification and
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Control. These ten elements provide the core of good electron-
ic asset security. Another helpful document regarding digital
security is a white paper on Information Technology Audit. You
will find the link at http://austin.issa.org/WhitePapers/
ITAudit2003.pdf. 

ISO 17799 is an importance guidance document for IT, but what
about other aspects of records and information management?
Are these guidelines adaptable as general principles?
Compliance with any records management program is central to
the success of the overall program. Once records and informa-
tion management policies have been approved, careful training
and auditing must be undertaken – at first with intensity, then as
a spot-check as the program becomes more ingrained. Personnel
Security is a central element to any HR practice, as employees
are vetted prior to being hired. This is especially true when deal-
ing with outsource partners such as commercial records centers
and media vaults. Employee screening and the establishment of
confidentiality agreements between the vendor and the employ-
ee are central to comprehensive information security practices.

Security Organization is a critical aspect which addresses the
command and control functions of records management. Who
determines access? Who approves authorization lists? What are
policies regarding file ownership or duplicate copies in partner-
ownership environments? Who is responsible for which role in
disaster response and recovery? How are chain of custody func-
tions maintained when information is in transit? What
agreements are in place with outsourcing partners? These poli-
cies and responsibilities must be articulated for all information
assets. Computer and Operations Management might not appear
to be an obvious area of records management involvement, but
in all definitions a “record” is not dependent on its existence in
any specific type of media. Electronic file structures are the
functional equivalents of records series. The same level of care
and organization must be taken with electronic records as with
their analog counterparts. Evidence and admissibility rules have
changed to yield a more important role for electronic records in
litigation and audit review. If this information is neglected by the
records and information manager, the company will suffer due to
lack of productivity enhancements and risk management benefits
inherent in records and information management.

Asset Classification and Control represents one of the core ten-
ants of records and information management. Records system
design begins with assessment and inventory functions so that
information assets may be quantified and organized, records
series and retention schedules can be developed, and records

policies can be created and implemented. This area also repre
sents a common ground with IT. 

Conclusion

Records and information managers and information technology
professionals have a great deal in common. When it comes to
information security and data protection, ISO 17799 represents
a common frame of reference where IT-related references and
RIM-related references can combine to form a larger system of
total information asset protection.


